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A. How to Run NLM-Scrubber

1. Unzip the downloaded file

2. Double click on the application file: scrubber.19.0411W.exe

3. The application should open the graphical user interface window called NLM-Scrubber Execution
Panel. Please note at the top of the window the version of NLM-Scrubber, which is v.19.0411W

for the example in Figure 1.

m MNLM-5crubber Execution Panel

NLM-Scrubber
v.19.0411W

Designed & Developed at
National Library of Medicine
National Institutes of Health

Please report the problems you observed on this product to
scrubber-problems@nih.gov, and send your feature requests to
scrubber-requests@nih.gov. Please do not forget to include the
version number of the product (v.19.0411W) in your emails.

Please set NLM-5crubber parameters with the configuration editor.

Edit Configuration File | De-identify Data| Open QOutput| Exit

Figure 1 NLM-Scrubber Execution Panel

4. To run NLM-Scrubber, you need to have a configuration file. Pressing on the Edit Configuration
File button would bring you the NLM-Scrubber Configuration Editor window.

m scrubber.2540.1556212337.cfg -- NLM-5crubber Configuration Editor

LConfigFile  Options

Configuration Parameters

Input Directory jl Browse ... |_

Qutput Directory jl Browse ...

Input Files Filter ﬂl[*‘\.].‘ All Files — |

Auto-Open Qutput Directory j Off T On

o

Figure 2 NLM-Scrubber Configuration Editor




To select the files you would like NLM-Scrubber to de-identify, click on the Browse button for the Input
Directory. This will open another window labelled Browse for Folder. Once you have located your
desired input file, click on it and press the OK button at the bottom of the window.

Browse for Folder

Choose Directory

C:\Users\saganp\Documents \Experimentsidummy_examples_

| dummy_examples_pam |

W Experiments L
Output.preserved, 201
dummy_examples_pam
MNLM-Scrubber
Cutput 4,10, 19
Output 4, 12,19
Cutput,LDS_age_and_c v

< >

Corcel

Figure 3 Browse for Folder Window

This will take you back to the NLM-Scrubber Configuration Editor. You will now see the input files
location as the Input Directory (see Figure 4).

5. To select the location in which Scrubber will place the de-identified files, click on the Browse
button for the Output Directory.

m scrubber.2540.1556212337.cfg -- NLM-Scrubber Configuration Editor

LConfigFile  Options

Configuration Parameters

Input Directory ﬂIers;‘saganp/Documents;‘Experiments/dummyﬁexamplesfpam Browse ... |
Output Directory ﬂl Browse ... |—
Input Files Filter ﬂl["\\.].‘ All Files — |

Auto-Open Output Directory ﬂ Off T 0 On

=

Figure 4 Selecting the Output Directory



This will open another window labelled Browse for Folder for you to select the directory visually.

Note, you can also change the desired directory’s location both Input and Output by manually
typing new text in the corresponding text box. Once both Input and Output files have been
selected, press the OK button at the bottom of the window or move to the optional steps
described below.

Users can customize input files type (1) by selecting the Input Files Filter by pressing the All Files
button and choosing a preset filters, or (2) by editing the regular expression in the text box (e.g.,
Ads. *¥\.txt filters in files with prefix ds and suffix .txt).

Users can choose how the Output Directory is opened by moving the Auto-Open Output Directory
switch to either “On” or “Off”. The default for Windows operating system is “On” which
automatically opens the Output file directory after it has finished de-identifying the data;
whereas, the default is “Off” for Linux systems (per users’ requests).

. scrubber.2340.1556212337.cfg -- NLM-Scrubber Configuration Editor

ConfigFile  Options

Configuration Parameters

Input Directory ﬂ|ers;’saganp/D0cuments/Experiments/dummy_examples_pam Browse ...

Output Directory ﬂ|C:/Users/saganp/Documents/ExperimentsiOutput.nphi Browse ...

Input Files Filter ﬂ|["‘\.].la All Files — —

Auto-Open Output Directory j Off T On

o

Figure 5 Filtering Input Files

Pressing the OK button on the configuration editor would close the editor and take you back to
the NLM-Scrubber Execution Panel window (see Figure 1). To begin the de-identification process,
press the De-identify Data button. As soon as NLM-Scrubber begins running, the NLM-Scrubber
Execution Panel will inform you that the libraries are loaded (see Figure 6.a). This may take a
couple of minutes depending on your machine’s CPU, type of the secondary storage and the bus
speed between them.



m MLM-5crubber Execution Panel

NLM-5crubber
v.19.0411W

Designed & Developed at
National Library of Medicine
National Institutes of Health

Please report the problems you observed on this product to
scrubber-problems@nih.gov, and send your feature requests to
scrubber-requests@nih.gov. Please do not forget to include the
version number of the product (v.19.0411W) in your emails.

Loading libraries ... Please wait.

Edit Configuration File | De-identify Data| Open Output| Exit

Figure 6 (a) NLM Scrubber Initialization

m MLM-5crubber Execution Panel

NLM-Scrubber
v.19.0411W

Designed & Developed at
National Library of Medicine
National Institutes of Health

Please report the problems you observed on this product to
scrubber-problems@nih.gov, and send your feature requests to
scrubber-requests@nih.gov. Please do not forget to include the
version number of the product (v.19.0411W) in your emails.

Total files to be de-identified: 16

Data de-identification is completed. Please edit the next configuration file.

Edit Configuration File | De-identify Data| Open Output| Exit

Figure 6 (b) Completion of De-identification

If the Auto-Open Directory was “On”, once NLM-Scrubber has completed de-identifying the files,
a new window would pop up, showing the de-identified files in the output directory. If you
selected the Auto-Open Directory “Off”, you can manually open this window by pressing the
Open Output button on NLM-Scrubber Execution Panel (see Figure 6.b).



9. Once you completed de-identifying first batch of files, you can either start with your second set
by pressing Edit Configuration File or exit the application by selecting the Exit button (see Figure

6.b).

B. De-ldentification Options
Users can select Preserve Terms File (preserving scientific information from a created “whitelist”),
select PIl Terms File (redacting certain words ensuring the desired de-identification from a created
“blacklist”) and also create Limited Data Sets. Test files referenced in this section can be found
under Examples.1904/Dummy_input/ and Examples.1904/Dummy_list/ in Examples.1904.zip on the

NLM-Scrubber website.
1. Preserved Terms File Option

Using the example in Figure 7 below (test file “nci_test_003"), the user would like to preserve
the text “Betty Ourisman Foundation” (see Figure 7.a) that Scrubber de-identifies as

[PERSONALNAME] (see Figure 7.b).

.I nei_test_003.txt - Motepad

Eile Edit Format Yiew Help

Betty is 12yo girl born in Cincinnati, Ohio.

She had an accident while visiting Betty Ourisman Foundation.

Patient's mother, Christine, has taken her to the nearest clinic.

Dr. Ourisman requested some blood work.

The blood was sent to the National Cancer Institute, Rockville, Maryland.

The results were forwarded to Christine Ourisman at 1234 Main Street, Dallas, TX.

Unix (LF) Ln 1, Col 45 100%

Figure 7(a) Example of test file for Preserved and PIl options

.! nci_test_003.nphi.td - Motepad

File Edit Format Wiew Help

[PERSONALNAME] is 12yo girl born in [ADDRESS]. A

She had an accident while visiting [PERSONALMAME].

Patient's mother, [PERSOMALNAME], has taken her to the nearest clinic.

Dr. [PERSOMALMAME] requested some blood work.

The blood was sent to the Mational Cancer Institute, [ADDRESS].

The results were forwarded to [PERSOMALNAME] at [ADDRESS] .

< >
Windows (CRLF, Ln5, ColB4  100%

Figure 7(b) Scrubber’s de-identification of test file above



After selecting the desired input and output directories as described in Part A, select the
Options button.

i scrubber.11192,1356636716.cfg - MNLM-5crubber Configuration Editor

LConfigFile  Options

Configuration Parameters

Input Directory ﬂ Iperiments/Test Data-INPUT/PIl_and_Preserved/nci_test_003 Browse ... |

Output Directory ﬂIC:/USers/saganp/Documents/Experiments/Output.presewed Browse...l

Input Files Filter ﬂl[-“\.].‘ All Files — |

Auto-Open Output Directory ﬂ Off T On

o

Figure 8 NLM-Scrubber Configuration Editor Options location

To select the option of Preserved Terms File from the drop down menu click on it. See the
checkmark appear once the desired option is selected and the Preserved Terms File option
now appears under the Configuration Parameters on the Configuration Editor window.

scrubber.11192.1556636716.cfg -- NLM-5crubber Configuration Editor

ConfigFile = Options

+ Input Files Filter
PIl Terms File

— v Preserved Terms File Lntsﬂest Data-INPUT/PIl_and_Preserved/nci_test_003 Browse ... |

Date Terms

Configuration Parameters

Address Terms ers/saganp,‘Documents/Experiments;’Output.presewed Browse ...
Age Terms

v Auto-Open Output Directory All Files — |
Preserved Terms File jl Browse ... |

Auto-Open Qutput Directory ﬂ Off T On

o

Figure 9 Preserved Terms File option selected from menu



c. To select the file whose terms you would like Scrubber to preserve, click on the Browse button
for the Preserved Terms File.
m scrubber.13848,1556642267.cfg -- MNLM-Scrubber Configuration Editor
ConfigFile  Options
Configuration Parameters
Input Directory ﬂlperimentsﬂ'est Data-INPUT/PIl_and_Preserved/nci_test_003 Browse |
Qutput Directory ﬂIC:;‘Users/saganp/Documents/Experiments/Output.preseNed Browse |
Input Files Filter ﬂl["\\.].‘ All Files —
Preserved Terms File jl Browse | _
OK|
Figure 10 Browse for Preserved Terms File
d.

This will open another window similar to Figure 3. Once you have located your desired file,

double click to select it. Note that the contents of the Preserved Terms File are not case-
sensitive.

B preserved.nci2.tt - Notepad

File Edit Format Wiew Help
betty ourisman foundation

Windows (CRLF)  Ln1, Col 26 100%

Figure 11 Contents of Preserved Terms File

Once you have selected your desired Preserved Terms File (test file list “preserved.nci2”) you

are taken back to the Configuration Editor screen. Press the OK button at the bottom of the
window.



n scrubber.11192.1556636716.cfg -- NLM-Scrubber Configuration Editor

LConfigFile  Options

Configuration Parameters

Input Directory ﬂ|periments;‘Test Data-INPUT/PIl_and_Preserved/nci_test_003 Browse ...

Output Directory ﬂ|C:/Users/saganp/Documents/Experiments/Output.preseNed Browse ...

Input Files Filter ﬂ|["\\.].‘ All Files —

Il

Preserved Terms File ﬂ|ta—INPUT/PII_and_Preserved;‘nci_test_0'03;‘preserved.nciZ.txt Browse ...

Auto-Open Output Directory ﬂ Off T 0 On
OK

Figure 12 NLM-Scrubber Configuration Editor with Preserved Terms File Option

Pressing the OK button on the configuration editor closes the editor and takes you back to the
NLM-Scrubber Execution Panel window. To begin the de-identification process with the
Preserved Terms File option, press the De-identify Data button. The process is the same as
Figures 6(a) and 6 (b) with the NLM-Scrubber initialization and completion of de-identification.

! MLM-5Scrubber Execution Panel

NLM-Scrubber
v.19.0411W

Designed & Developed at
Mational Library of Medicine
National Institutes of Health

Please report the problems you observed on this product to
scrubber-problems@nih.gov, and send your feature requests to
scrubber-requests@nih.gov. Please do not forget to include the
wersion number of the product (v.19.0411W) in your emails.

The configuration file is completed.
Please start data de-identification.

Edit Configuration File | De-identify Data| Open Output| Exit

Figure 13 NLM-Scrubber Execution Panel Configuration file completed

If the Auto-Open Output Directory was “On”, once NLM-Scrubber has completed de-
identifying the files, a new window would pop up, showing the content of the output directory
window showing the de-identified Preserved Terms File. Click on the output file to view the
de-identified file. The text “Betty Ourisman Foundation” has now been preserved in the file
and not de-identified by Scrubber.



.I nci_test_003.nphi.t - Notepad

File Edit Format View Help

[PERSOMALNAME] is 12yo girl born in [ADDRESS].

She had an accident while wisiting Betty Ourisman Foundation.
Patient's mother, [PERSONALNAME], has taken her to the nearest clinic.
Dr. [PERSONALMAME] requested some blood work.

The blood was sent to the National Cancer Institute, [ﬂDDRESS]J

The results were forwarded to [PERSOMALMAME] at [ADDRESS] "

<

Windows (CRLF) Ln 5, Col 64 100%

Figure 14 De-identified file with Preserved Terms preserved

h. The configuration file for the Preserved Terms File option.

I scrubber2019.04.30_11 .19.57.cfg - Notepad

File Edit Format View Help
ClinicalReports_dir = C:/Users/saganp/Documents/Experiments/Test Data-INPUT/PII_and_Preserved/nci_test_803

nPHI_outdir = C:/Users/saganp/Documents/Experiments/Output.Preserved

(ClinicalReports_files = [*\.].#
Preserved_phrases = C:/Users/saganp/Documents/Experiments/Test Data-INPUT/PII_and_Preserwved/nci_test_863/preserved.nci2

AutoOpenOutDir = On

Windows (CRLF) Ln6, Col1 100%

Figure 15 Configuration File for Preserved Terms Option

2. Pll Terms File Option

Using the examples in Figure 7 (test file “nci_test_003"), the user would now like to redact
“National Cancer Institute” which would not by de-identified by Scrubber.

a. After selecting the desired input and output directories as described in Part A, select the

Options button.

10



b. To select the option of PIl Terms File, from the drop down menu click on it. See the checkmark

C.

scrubber.11192.1556636716.cfg -- NLM-5crubber Configuration Editor

ConfigFile  Options

Configuration Parameters

Input Directory j Iperimentsﬂest Data-INPUT/PII_and_Preserved/nci_test_003 Browse ... |

Output Directory j IC:/Users/s aganp/Documents/Experiments/O utput.redactec‘ Browse ... |

Input Files Filter ﬂl["\.].‘

All Files — |

Auto-Open Qutput Directory j Off T On

o

Figure 16 NLM-Scrubber Configuration Editor Options location

appear once the desired option is selected and the Pll Terms File option now appears under the

Configuration Parameters on the

Configuration Editor screen.

scrubber.11192.1556636716.cfg -- NLM-5crubber Configuration Editor

ConfigFile = Options

v Input Files Filter
=)
Preserved Terms File
Date Terms
Address Terms
Age Terms
v Auto-Open Output Directory

Configuration Parameters

ents/Test Data-INPUT/PIl_and_Preserved/nci_test_003 Browse ... |

ers/saganp/Documents/Experiments/Output.redacted Browse ...

All Files —

PIl Terms File jl

Browse ...

Il

Auto-Open Qutput Directory j Ooff T On

&

Figure 17 PIl Terms File option selected from menu

To select the file whose terms you would like NLM-Scrubber to redact, click on the Browse

button for the PIl Terms File.

11



scrubber.11192.1556¢ 6.cfg -- NLM-5crubber Configuration Editor

LonfigFile

Options

Auto-Open Output Directory ﬂ Off T On

Configuration Parameters

Input Directory ﬂ Iperiments;’Test Data-INPUT/PIl_and_Preserved/nci_test_003 Browse ... |

Output Directory ﬂ IC:/Users/s aganp/Documents/Experiments/Output.redacted Browse ... |

Input Files Filter jl[-“\.].‘ All Files — |
Pll Terms File ﬂl Browse | _

o

Figure 18 Browse for Pll Terms File

d. This will open another window similar to Figure 3. Once you have located your desired file,
double click to select it. Note that the contents of the PIl Terms File are not case-sensitive.

.'m redacted.nci.ba - Notepad

Eile

Edit Format View Help
national cancer institute

Windows (CRLF) Ln1, Col 26 100%

Figure 19 Contents of Pll Terms File

e. Once you have selected your desired Pll Terms file (test file list “redacted.nci2”) you are taken
back to the Configuration Editor window. Press OK at the bottom of the window.

scrubber.11192.15

LonfigFile

Options

Auto-Open Output Directory j Off T 0 On

Configuration Parameters

Input Directory ﬂ Iperiments/Test Data-INPUT/PIl_and_Preserved/nci_test_003 Browse ... |

Output Directory j IC:/Users/saganp;’Documents/Experiments/Output.redacted Browse ... |

Input Files Filter ﬂl["‘\.].‘ All Files — |

PIl Terms File ﬂIata—INPUT/PII_and_Preser\.red/nci_test_003/redacted.nciz.txt Browse...l

o

12



Figure 20 NLM-Scrubber Configuration Editor with PIl Terms File Option

Pressing the OK button on the Configuration Editor closes the editor and takes you back to the
NLM-Scrubber Execution Panel window. Follow the same steps for Preserved File Terms for
NLM-Scrubber initialization and completion of de-identification (Figure 6.a and 6.b).

If the Auto-Open Output Directory was “On”, once NLM-Scrubber has completed de-identifying
the files, a new window would pop up, showing the content of the output directory window
showing the de-identified files. Click on the output file to view the de-identified file. The text
“National Cancer Institute” has now been redacted from the file and replaced with [PII].

.‘ nei_test_003.nphi.td - Notepad

File Edit Format View Help

[PERSONALNAME] is 12yo girl born in [ADDRESS].

She had an accident while visiting [PERSOMNALNAME].

Patient's mother, [PERSONALNAME], has taken her to the nearest clinic.
Dr. [PERSOMALNAME] requested some blood work.

The blood was sent to the [PII], [ADDRESS].|

The results were forwarded to [PERSOMALNAME] at [ADDRESS]

<
Windows (CRLF)  Ln 5, Col 44 100%

Figure 21 De-identified file with Pll Terms redacted

h. The configuration file for the Pll Terms File option.

E scrubber.2019.04.30_11.36.15.cfg - Notepad

File Edit Fermat View Help
ClinicalReports_dir = C:/Users/saganp/Documents/Experiments/Test Data-INPUT/PII_and_ Preserved/nci_test_883

nPHI_outdir = C:/Users/saganp/Documents/Experiments/Output.redacted

ClinicalReports_files = [*\.].*
Redacted_phrases = C:/Users/saganp/Documents/Experiments/Test Data-INPUT/PII_and_Preserved/nci_test @@3/redacted.nci2.t

AutoOpenOutDir = On

Windows (CRLF) Ln6, Col 1 100%

Figure 22 Configuration File for PIl Terms Option

3. Limited Data Sets

Limited Data Sets allow users to keep certain identifiers such as Full Date, Address and Age (for ages
above 89) in the files for their research.

13



a. After selecting the desired input (test file “dummy_date_2") and output directories as described

in Part A, select the Options button and click on the desired options(s). See the checkmark
appear once the desired option(s) is selected and those options now appear under the
Configuration Parameters on the Configuration Editor screen

m scrubber.11192.1556636716.cfg -- NLM-5Scrubber Configuration Editor

ConfigFile = Options

v Input Files Filter
Pll Terms File

Preserved Terms File

Configuration Parameters

aganp/Documents/Experiments/dummy_examples_pam Browse ...
v Date Terms

v Address Terms np/Documents/Experiments/Output.LDS_age_and_date Browse ...
v Age Terms

v Auto-Open Output Directory i All Files —

i

Display Dates i| I All Dates
Display Addresses i| I Cities and Towns
Display Ages i| [ All Ages

Auto-Open Qutput Directory j Off T On

o

Figure 23 Limited Data Set options selected from menu

b. Once the desired options are selected, they will appear on the NLM-Scrubber Configuration
Editor. Check off the desired LDS terms and select the OK button.

m scrubber.2540.1556212337.cfg -- MNLM-Scrubber Configuration Editor

ConfigFile  Options

Configuration Parameters

Input Directory jIers/saganp/Documents/Experiments/dummy_examples_pam Browse...l

Output Directory ﬂI;‘saganp;‘D0cuments/Experiments/Output.LDS_age_and_dateI Browse...l

Input Files Filter jl["‘\.].‘ All Files — |

Display Dates i| M All Dates

Display Addresses i| [ Cities and Towns
Display Ages i| M All Ages

Auto-Open Output Directory j Off T On

o

Figure 24 Limited Data Set options checked off under Configuration Parameters

14



c. Pressing the OK button on the Configuration Editor would close the editor and take you back to
the NLM-Scrubber Execution Panel window. Follow the steps for NLM-Scrubber initialization
and completion of de-identification (Figure 6).

d. If the Auto-Open Output Directory was ON, once NLM-Scrubber has completed de-identifying
the files, a new window would pop up, showing the content of the output directory window
showing the de-identified LDS files. Click on the output file to view the de-identified file. Note
that the desired terms (age and date) have been preserved in Figure 25 below.

[ ] dummy_date_2.LDS.txt - Notepad

File Edit Format View Help
Mrs. [PERSONALMAME], a 98 year old woman was admitted on 1/12/2068. A

R DOCUMENT
##HHHE Limited Data Set: ALL Dates PRESERVED!|

##HHHE Limited Data Set: ALL Ages PRESERVED!

##H#HH ConfigFile:(C: /Users/saganp/Documents/19.8411W/scrubber.2019.84.30_11.55.85.cfg

#HEHE Outfile=C: /Users/saganp/Documents/Experiments/Output.LDS_age_and_date/dummy_date 2.LD5.txt

#Date:2819.04.38_11.55.06
#NLM-Scrubber v.19.04114W

Windows (CRLF) Ln4, Cal45 100%

Figure 25 Contents of LDS age and date file

e. The configuration file for the Limited Data Set.

B scrubber.2019.04.25_13.38.06.cfg - Notepad

Eile Edit Format View Help

ClinicalReports_dir = C:/Users/saganp/Documents/Experiments/dummy_examples_pam
nPHI_cutdir = C:/Users/saganp/Documents/Experiments/Output.LDS_age and_date
ClinicalReports_files = [™\.].*

LD5_date = display all dates

LD5_age = display_all ages

AutoOpenOutDir = On

Windows (CRLF) Ln5, Col 27 100%

Figure 26 Configuration File for Limited Data Set above
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